Stealthy Attacker Complexity in Cyber-Physical
Systems: Milestone 5

https://c-er.github.io/15400/

Uday Shankar <us@cmu.edu>

Major Changes: There seems to have been a slight adjustment to the goal of the project.
Instead of focusing on finding and proving lower bounds for attacker complexity, we're
more focused on the related problem of trying to determine if attackers with restricted
capabilities can carry out successful attacks.

What I Have Accomplished So Far: Thus far, I've completed my initial background
knowledge acquisition, which included the first three chapters of this book!'! as well as
two papers!’’. T have continued by brainstorming some potential measures of stealthy
attacker complexity. Some measures seem to be addressed by the framework from the
original paper[”, but others seem to require some additional machinery. Currently, I
am focused on formally defining the simpler notions of complexity and proving that
they are handled by the framework from the original paper.

For one of the simpler notions of complexity that isn’t handled by the original paper!”,
I have a formally described potential solution. I am currently working on a formal
proof of correctness, but the idea seems likely to work.

Meeting My Milestone: 1 think I am a few days behind the current milestone. The
current milestone is to come up with proofs of easy lower bounds, which, considering
the change to the goal of the project, might translate to coming up with proofs of
correctness for the simpler constructions.

Surprises: No big surprises so far.

Revisions to my 15-400 Milestones: As mentioned in previous reports, my first few
milestones were modified in the sense that I started directly by brainstorming mea-
sures of complexity. Additionally, instead of looking for complexity lower bounds, I'm
focusing on the related problem of determining whether an attacker of complexity at
most C' exists (under various different notions of complexity).

Resources Needed: I've obtained software from the authors of the original paper!” that
I can extend to implement my constructions as needed.


https://c-er.github.io/15400/
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